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VISTA INTERNET AND MOBILE BANKING

Thank you for choosing Vista Internet and Mobile Banking applications!

The new generation of Vista Internet & Mobile Banking online banking applications is a fast and
comfortable alternative to access your accounts anytime, anywhere. You can order transactions or
manage your liquidities and loans directly from your computer, laptop, mobile phone or tablet.

You benefit from a series of new functionalities and an improved user experience. A special feature is
the introduction of the virtual token (eToken), a mobile application that allows a high level of security
for authentication and authorization of transactions, by generating unique codes or using biometric
methods (fingerprint and facial recognition), depending on your option.

Moreover, by using Vista Internet Banking and Vista Mobile Banking services, you benefit from
significantly lower commissions as compared to the counter transactions.

What are the new Vista Online Banking applications?

0 Vista Internet Banking: a new version, user friendly, optimized and extended in terms of
functionality

e Vista Mobile Banking: an application that turns your smartphone (Android or iOS) into your
mobile bank, available anywhere, anytime.

e Vista eToken: an application through which your smartphone (Android or iOS) becomes a
virtual authentication and authorization device (eToken)

Functionalities of the Vista Internet Banking/ Vista Mobile Banking applications

Menu Operation type Internet Mobile
Banking Banking
Customers Individuals X

X
X

Legal persons

Accounts Available  balance, list of
transactions

Blocked amounts

XX XXX

Opening individuals accounts in
all  currencies (maximum 5
accounts regardless of currency)
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View pending transactions and
recent/completed/failed
transactions

The option to choose the account
from which commissions are
charged for payments in Lei,
different from the one from
which transactions are made

Reports

Statements in MT940 format
daily or monthly

X

X

Generation of daily, monthly and
periodic statements with the
possibility of delivery by email in
PDF format

X

X

Transactions

Transfer between own accounts

Intra and interbank transfers Lei

Foreign currency transfers in
Romania and outside Romania

Creation of transfer templates

X XXX

Recurring transfers

Scheduled transfers

File based transfers

Notifications

The possibility to set notifications
for transactions through various
channels: e-mail, in the Messages
section of the application

MIXNNNX XXX

X

Notifications with news,
promotions

Currency exchanges

Standard currency exchanges

Negotiated currency exchanges

Display exchange rates for sale
and purchase

Cards

Details of credit cards held

Available, used, minimum
payment amount and credit card
due date

MINX HKXX X

XX X X X

User Manual Vista Mobile Banking
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Credit card repayment private
individuals

Deposits Creation/ Liquidation of deposits
with standard interest

Creation/Liquidation of deposits
with negotiated interest

View information on existing
deposits

Deposit simulator

XX

Credits View credit balance information,
the next due installment

Early partial repayments without
reduction of the period

Security - ldentification | HTTPS communication
and Confirmation of
Transactions

OTP token integration

Digital certificate

MINNXNX X XX XK X X X

Confirmation of transactions on
several levels of confirmation

Location List of ATMs and Branches

Details about the objective

Distance to the objective

XXX X XX

Other functionalities Update KYC data based on form | [X]

For complete information about the products and services offered by the bank, please consult the
General Business Terms by accessing the files Terms and Conditions Individuals and Terms and
Conditions Legal Entities available on our website www.vistabank.ro.

A few words about security

Vista Internet Banking and Vista Mobile Banking applications incorporate the most advanced security
technologies, allowing for secure operations, protected by two levels of authentication: (i) username
and password; (ii) unique codes or biometric methods (fingerprint or face recognition), through the
Vista eToken application.

Also, the Vista Mobile Banking and Vista eToken applications also integrate the Appshielding security
feature. The new feature provides the two applications with high protection against a wide range of
sophisticated cyber-attacks. Moreover, Vista Mobile Banking, the Android version, also integrates the
Malwarelytics Antivirus, which protects your entire mobile device against possible malicious
applications (mobile malware).
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To better protect your computer, mobile phone or tablet, please refer to the security
recommendations on our website.

You can access the Vista Mobile Banking application from any phone connected to the Internet, with
Android or iOS operating systems:

Operation system Supported versions
Android +6.0
i0S +11

LOGIN GUIDE

1. Install the Vista eToken authentication device
e Download free of charge the Vista eToken app from the App Store (iOS) / Play Store (Android).

Vista eToken

Vista Bank (ROMANIA) SA Vista eTOken
VISTA BANK (ROMANIA) SA

2} 3|

PEGI3 G

“

Manage biometric
&y & ‘
}_‘ Simple signature f Provider information F [ ——
. A\ s v P
s :
15§ sinature @ oeiete the cToken Bowan P pesp—

oo e 00 A

== ~
| & Signature (Scan QR) e Change language

BT

(‘.:\ Online time synchroniz:

e To activate the application, you will receive an ID (6 digits) and an SMS Code (6 digits), valid for 60
minutes, on the phone number specified at the time of requesting the Vista Internet Banking service.

e Access the Vista eToken application. If you want to use the Signature (QR Scan) feature, just allow the
application to access the phone's camera. Then enter the ID and SMS Code.
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Activation Standard Activation Standard Activation

o 1D fro tivation page. 78290
Enter activation data

SMS Code SMS Code
SMS code received 321574

OK OK

2] Allow Vista eToken to

take pictures and record
video?

DENY ALLOW
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e Set your Vista eToken password. It must contain at least 6 characters, has a validity of 90 days and, in case
of reuse, it must be different from the last 3 passwords used.

e Optionally, after setting the password, you can enable the use of biometric data (fingerprint, facial
recognition) for authentication.

Extra Activation Data Applications

Set your own eToken password

Reenter password to confirm

Your device has a fingerprint
sensor. Do you want to activate
biometric protection?

0K

Please authenticate using
fingerprint recognition to

s protect your eToken Ei[_‘.’; Signature (Scan QR)

Cancel

No

e Notes: (a) If you have forgotten your password, please contact us. (b) The Login, Simple Signature, Signature
and Signature (QR Scan) options provide login options and transaction authorization for the Vista Internet
Banking application (computer / laptop).

Vista eToken Settings

From the Vista eToken Settings menu you can:

e Enable / disable the use of biometric data

e Change the Vista eToken password whenever you want (option available only if biometric data is not
enabled)

e Delete Vista eToken, on the recommendation of a bank officer, in case of technical problems

e Select the language option: Romanian or English

e Synchronize the time online, as the first fix option when you receive an invalid code error

Ll 2VF @161

Applications

& Login Manage biometric protection
’- Simple signature f@ Provider information
-]
E\-‘, Signature d Delete the eToken
E5 si Scan QR = Change |
el ignature (Scan QR) g@ ange language
(:\—/J Online time synchronization
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2. Install the Vista Mobile Banking application

Download the Vista Mobile Banking app from Apple Store (I0S) / Play Store (Android)

Vista Mobile Banking M
Vista Bank (ROMANIA) S

Vista Mobile

VISTA BANK (ROMANIA) SA

VISTA BANK

H'

Authentication in the Mobile Banking application is done with the same credentials used in the

Internet Banking application.

e Enter the user (provided when you requested the Vista Mobile service) and the initial password

(received by SMS on the telephone number declared when you requested the Vista Mobile service).

e By pressing the Login button you will be automatically redirected to the Vista eToken application.
e Enter the Password you set for Vista eToken or use the biometric data for authentication and you

will then be redirected back to the Vista Mobile Banking application.

e At first login to the Vista Mobile Banking application, you will be asked to change your password.
Security requirements for setting the password: Mandatory minimum length: 8 characters;
Format: the password must contain at least numbers, lowercase and uppercase letters; Possibility
of reuse: the password must be different from the last 3 passwords used ¢ Validity: 90 days e

Automatic blocking: at 5 failed login attempts, without time limit.
e Now you are logged in to Vista Mobile Banking.

One Time Password

Local eToken password

USERNAME Please enter your local eToken

password

PASSWORD QK

Forgot password?

See exchange Contacts
rates
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2l 95% 021:29
103

&  SETTINGS = VISTA MOBILE

Change password

CURRENT PASSWORD

LEl

My accounts Payments in RON
NEW PASSWORD

CONFIRM PASSWORD

N\
%

Foreign Exchange Foreign payment

Deposits

If you forgot your password, it can be changed by pressing the Forgot password? button, following the
steps described in the application.

= 19:59
VISTA MOBILE & RESET PASSWORD ¢ RESET PASSWORD
USERNAME
USER USER USER
PASSWORD LAST 6 DIGITS OF YOUR ID LAST 6 DIGITS OF YOUR ID LAST 6 DIGITS OF YOUR ID
ssse e seseee
Forgot password?
TOKEN TOKEN TOKEN
GENERATE GENERATE 19663+ An email was sent at

**tiyc@vistabank.ro and a sms was
sent at *¥*061,

“ . o

B

See exchange Contacts
rates

If you entered a wrong password 5 times, you will receive the message "User is blocked".

Page 10 of 23
User Manual Vista Mobile Banking V2.311.2023



| VISTA BANK

MENU

Home

The Home menu offers you the possibility to use very quickly the main functionalities of the application

< VISTA MOBILE — VISTA MOBILE

1 LEI

My accounts

ents in RON My accounts Payments in RON

Payments in RON

S Transfers

N\
%

Foreign Exchange

Foreign payment
gn payment
Foreign Exchange

Cards

I Deposits

Loans

My accounts
The My accounts menu offers you the following options:

e Accounts view

e Click on a selected transaction to display its details

e Click on an account to display the transactions of the selected account, as well as the buttons for
the most frequently used operations.

e Click on the ,Share” button u to share the account number

.11 33% @14:40

< VISTA MOBILE

ACCOUNT DETAILS

N\
HJ Home

CURRENT ACCOUNTS RO95EGNA10100000
My accounts
’ ents in RON 4 784.29 ol
478429 »
Payments in RON RO95EGNA10100000 WON
THRETG TRANSACTIONS
¢
5= . > —_—
S HElEEE RO96EGNA10100000 RON
. Show more
y Foreign payment & e IERNELE d 379.93 Ron
Foreign Exchange 2 Aot 03 - S,

o Mot De 16.20 Fon

& )
|
S «  AFEE-2020 ) 1 RON
, Loans & r~ ‘v“ 500700 Fon
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Payments in RON

The Payments in RON menu allows you to make payments to beneficiaries with accounts opened in lei

with other banks in Romania.

< VISTA MOBILE = PAYMENTS IN RON
(] PAY TO
- VISTA BANK
ol ‘w”'rT"‘l BENEFICIARY ACCOUNT
= ents in RON |
My accounts
AMOUNT
. 00.00
y Payments in RON
PAY FROM
Transfers Select account

PAYMENT DETAILS
Foreign payment

Foreign Exchange

Cards

AIMAGE 0300
V.LUMINOAS - 2020-10=

- Foreign payment on

Destination account

970027

Amount to transfer
30

OK

Please authenticate using
fingerprint recognition to
protect your eToken

32% @ 14:48
_ 33
— PAYMENTS IN RON b
PAY TO Templates
RADU

BENEFICIARY ACCOUNT
RO97EGNA10100000

15TA BANI

AMOUNT
30

PAY FROM

RO20EGNA10100000 >

PAYMENT DETAILS
Payments

Save template

TEMPLATE DESCRIPTION
Ron payment

CONFIRM

el 31% @ 14:52

NEW PAYMENT

Transaction signing code

Pay from RO20EGNA10100000

Radu
Pay to RO97EGNA101000000 +++«+ 27
Amount -30.00 RoN
Details Radu

AUTHORIZE PAYMENT

R

To process a payment in RON, please follow the next steps:

e Select the payment account

e Type or select the beneficiary from the template list

User Manual Vista Mobile Banking
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€< NEW PAYMENT

Pay from RO20EGNAT10100000 **»##=»
RADU
Pay to RO97EGNA101000000 +=+++ 27
A BANK ROM
Amount -30.00 RoN
Details Payments

GENERATE TOKEN

| — ]

=

PAYMENT DETAILS

i

Pay from RO20EGNA10100000
Radu

Pay to RO97EGNA10100000
TA BANK ROMANIA SA
Amount -30.00 RoN
Details Radu

V2.311.2023
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e Fill in the amount you want to transfer and the payment details

e Confirm the operation and click the Generate Token button. Click the OK button and then log in

with your eToken password or biometric methods.

e Authorize payment: check the IBAN and the amount and then click the Authorize payment button.

If you want to change the data, click the Modify button.

Transfers

The Transfers menu allows the transfer between your own Vista Bank accounts. To make a transfer

please follow the next steps:

e Select your source account (Pay from)
e Select the destination account (Beneficiary)
e Fill in the amount you wish to transfer

83% @ 09:50 [~ =l 30% @ 15:15 =
11 _ 33 —
< VISTA MOBILE u — TRANSFERS ' — TRANSFERS
[ ) PAY FROM PAY FROM
ar VISTA BANK

Select account > RO66EGNA10100000

<  TRANSFERS

Source

SELECT BENEFICIARY SELECT BENEFICIARY

= eficiar > RO46EGNA10100000
My accounts
. AMOUNT AMOUNT
=) Paymentsin RON 00.00 10

> RO66EGNA10100000
account
Destination IBAN INITIAL
account RO46EGNA10100000
>
Amount -10.00 RoN
Details Transfers

PAYMENT DETAILS

S " [ e e
8

5 Foreign payment

Foreign Exchange

CONFIRM

GENERATE TOKEN

Cards
Deposits [ MODIFY ]
]
TRANSFERS PAYMENT DETAILS
Transaction signing code :
Source ——— .
RO66EGNA10100000
account
. ) Destination IBAN INITIAL Source ROB66EGNA10100000
Please authenticate using account RO46EGNA10100000 account
fingerprint recognition to B i R
— estination A ) Al
protectyour-eToken Amount =100 account RO46EGNA10100000
Cancel Details Transfers Aount -10.00 RN
Details
[ MODIFY ‘
Page 13 of 23
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Foreign Currency Payments

The Foreign Payments menu allows the processing of payments in foreign currency to any country in
the world, including accounts opened in other currencies in Romania.

To process a foreign payment, please follow the steps below:

e Type or select the Beneficiary from the template list

e Enter payment details (SWIFT Code, Beneficiary Bank, Beneficiary Country, Charges)

e Enter the amount

e Select your payment account

e Confirm the operation and click the Generate Token button. Click the OK button and then log in
with your eToken password or biometric methods.

e Authorize payment: check the IBAN number and the amount and then click on the Authorize
payment button. If you want to change the data, click the Modify button.

.l 83% @ 09:50 [~ Al 29% @15:21 [~ Aol 29% @15:21 [~
11 _ 33 _ 33
< VISTA MOBILE u — FOREIGN PAYMENT b — FOREIGN PAYMENT - ¢  FOREIGN PAYMENT
@ VisTABANK PAYTO el BENEFICIARY ACCOUNT o -
RO40EGNA10100000 Pay from RO67EGNA10100000
15TA BANK ROMANIA SA )
— Laura
7 BENEFICIARY ACCOUNT
1‘- | CHARGES Pay to RO40EGNA10100000000 *+++9
ents in RON SHA - both pay v
CHARGES AMOUNT Amount -11.00 EWR
11 .
Details
AMOUNT PAY FROM
‘S Transfers 00.00 RO67EGNA10100000 >
Bn payment RAYEROM PAYMENT DETAILS
[ﬁ Foreign payment Eals AR N

Foreign payment

[¢ PAYMENT DETAILS

Save template

TEMPLATE DESCRIPTION
] Save template GENERATE TOKEN
Laura

[ MODIFY ]

O
NG) Foreign Exchange

Sl 29% @15:22 G Al 29% @15:22

< cancel SIEDEUIS FOREIGN PAYMENT PAYMENT DETAILS

eToken Password

906608680 Transaction signing code
. < [
Destination account 792235 ilili|
Amount to transfer Pay from RO67EGNA10100000
Laura
Pay from RO67EGNAT10100000
Pay to RO40EGNA10100000000++++9 Y HE
Lau
Payto RO40EGNA10100000
Amount -11.00 EWR
Amount 11.00
Details Foreign payment
? Parole Details

qlwlelrjt]yjulijolp

als|dlflalhljlk]!

B z x|civib|nim
123 @ Spatiu “ [ MODIFY ]
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Currency exchange

Through the Foreign exchange menu you can make currency exchanges between your different
currency accounts opened at Vista Bank.

To process a foreign exchange, please follow the steps below:

e Select your source account

e Select the destination account

e Fill in the amount you wish to sell or buy

e Select the currency in which you expressed the amount

e Confirm the operation and click the Generate Token button. Click the OK button and then log in
with your eToken password or biometric methods.

e Authorize foreign exchange: check the amounts, the exchange rate and then click on the Authorize
foreign exchange button. If you want to change the data, click the Modify button.

a 7] = 215:41
11
< VISTA MOBILE h ' ¢  AUTHORIZATE EXCHANGE
VISTA BANK
sell 492.50 FoN
Buy 100.00 R
ents in RON Exchange rate 1 £k = 4,925 RON
My accounts
WS Source O30EC 310000
00.00 Select beneficiary > account RO20EGNA10100000
Payments in RON
Destination U,
m— RO67EGNA10100000

3 Transfers

gn payment
Foreign payment

i@) Foreign Exchange

GENERATE TOKEN

]

=3 cards

@ Deposits

11 28% @ 15:41 [~ =il 28% @ 15:41

< cancel Code

AUTHORIZATE EXCHANGE EXCHANGE DETAILS

eToken Password

ssccssene Transaction signing code
297547 t
Sell 492,50 RoN
EUR
Buy 100:00 Sell 492.50 0N
R = ron
Exchange rate 1 50k = 4,925 K¢ Buy 100.00 Eur
Source e 110000(
P RO20EGNA10100000 Exchange rate 1 2R = 4,925 RoN
Destination Source 2020EG 0100¢
9 Parole acenint RO67EGNA10100000 account RO20EGNA10100000
qiwlejrjtjyjulijoip Destination 6 7£GNAT0100000
account

alsjdiflaglhlijlk]!

Bz xiclvib]nim| &S
w @ = “ [ MODIFY ]
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Cards

In the Cards menu you can view the situation of your credit cards issued by Vista Bank. By accessing
the details of a card you can view the card limits and transactions.

e Payment credit card = by pressing this function you can make credit card repayments with the
minimum amount / other amounts (available for individual customers)
e Refresh = by pressing this button you update in real time the current accounts balance

al 27% @ 15:46

VISTA MOBILE

CARDS LIST

, VISTA BANK

VISA 172.91 RON
‘ | Balance RON 2327.09 RN
1201001
S ents in RON Overdraft
My accounts )
ATM limit (ca

POS limit (merc

=) Paymentsin RON
) Y Number of cards

S Transfers
4 DAN CALIN

gn payment

Foreign payment AZIRERE S S xRk ik

1 03/23 VISA
Foreign Exchange

Cards

Deposits

Deposits
From the Deposits menu you can:

e View your deposits at Vista Bank
e Create new deposits

or

e close existing deposits.

.1l 83% @ 09:50 =l 26% @ 15:47 = =il 26% @ 15:48 G =l 26% @ 15:51
11
VISTA MOBILE u DEPOSITS <  ADD DEPOSIT < DEPOSIT DETAILS
| VISTA BANK L ) ) PAYFROM Negociat
Vista 24 luni RON - Dobanda 2.90% RO93EGNA10100000 N
Pending 4.500.00 ron .
Home | = 16.02.202 Amount 400 000.00 RN
Ll DEPOSIT TYPE
Source account  RO93EGNA10100000
= ents in RON . Vista 12+1 RON - Dobanda 2.00 % v
My accounts Negociat Status \ctive
: 400 000.00 row ACTION AT THE DUE DATE
3 5.06.2020 Interest rate 375%
Payments in RON Closing v
start date 13.05.2020
. Negociat AMOUNT
< Transfers 400 000.00 #on 4500 Maturity date 5.06.2020
gn payment L 020-15.06.2020 Action at the due date Prolongation
@ o L | agree with Terms and conditions
Negociat
o L A 400 000.00 ron LIQUIDATE DEPOSIT
NG) Foreign Exchange 13.05.2020- 15.06.2020 APPROVE 2
Cards ) Negociat

400 000.00 ron
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Add deposits

To create a new deposit, please follow the steps below:

e Clickontheplussign @ on the lower-right side of the screen
e Select the source account

e Select the deposit type

e Choose the action at Due Date

e Introduce the amont

e Accept the Terms and Conditions

e Authorize the transaction by pressing the Approve button

A new screen with the deposit data will open. In case you wish to change the date, click on the Modify
button. If the details are correct, click the Authorize Deposit button. The transaction confirmation is
done by entering the code generated by the eToken or by biometric methods.

Liquidation of deposits

To close a deposit it is necessary to select the desired deposit and press the Liquidate deposit button.
Confirmation of the deposit liquidation is done by entering a code generated by the eToken or by
biometric methods.

Loans

In the Loans menu you can view information about your ongoing loans.

= ol 26% @15:47

=l 25% @ 15:56 .l 25% @15:56

10 33 33
& VISTA MOBILE (S ] | E 8 )
@ Foreign payment LOANS SUM FOR PAYMENT
@é\) Foreign Exchange WORKING CAPITAL 7 500.00 £* FEBRUARY 2021
Balance 6 000.00 =*
ents in RON Maturit 6.05.202 26.02.2021
Cards Y % 202
MARCH 2021
Deposits
31.03.2021 21.6
Loans APRIL 2021

gn payment 30.04.2021
Sign Transactions

MAY 2021

ALY 26.05.2021

Exchange Rates

>
©
=

Feeding Credit card

Page 17 of 23
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Sign transactions

The Sign transaction menu shows the pending transactions for which an authorization is required.

=ll 26% @15:47 & all 24% @ 16:03 & vl 24% @16:03
10 _ EX] - 33
VISTA MOBILE @ Q| = sontransactions (g [l = sienTransacrions (@@
o AUTHORIZATION PENDING
0O
Foreign Exchange
0 RA[‘)L‘J L 30.00 "o b L‘“” : v 11.00 e
Cards
o o 15.15 fon di Treom . 1.00 E0?
3 Deposits
D P.elronem 10.00 Ron
= Loans .
gn payment O Petronela 10.00 "on W visTA A32. 20
@; Sign Transactions
iR visTA 49.25 ron
0
© FindaTM
(e 11.00 28
G]
e Exchange Rates
Feeding Credit card

Find ATM

With the geolocation function, you can find the nearest ATM / Branch. This feature is only available if
you have given the application permission to access the location. You can change the Vista Mobile
Banking application’s access rights in the phone settings related to application permissions.

& Q =il 24% B 16:04 ] Q =il 24% @ 16:04
— 33 — 33
< VISTA MOBILE — FIND ATM b — FIND ATM '
ATM LIST
Foreign payment
R ; Sucursala Centrala 0.40 km
5 Foreign Exchange | tr. Emanoll Poru 11, 90-92
|IET Romania Fm:vqyo 9:C . 9 0
ents in RON
Cards Sucursala Domenii 1.19 km
t Mihalache Nr, 12¢
Deposits Roland Berge
ia Sucursa!d‘Plpera 2.79 km
‘ ; 2 Fabrica za, Nr. 9
Loans ¢ Q o 9 ‘ Q ¢
ty Insurance SA  Emanoil Porumbaru
2n payment Office Center
20 payuier Sucursala Calea Victoriei 3.34 km
.| Sign Transactions ” o Bulevardul Calea Victoriel, nr. 60-64,
3 Antic cHiial 0 Q
§ @ Avocat Paul bumbravanu
Find ATM nsulatul g Pensiunea Hel o 3:80.km
violdova ¥ = S Ac Nr 6, Part
e UAR 2
Exchange Rates llianz Tiriac Q 3
wmsii Private % o Sucursala Unirii 4.33 km
g The Glory La' Sraannn SRS
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Exchange Rates

The Exchange Rates menu offers you the possibility to view the exchange rates practiced by the Bank

< VISTA MOBILE

@ Foreign payment

. EUR 4,7835 46845
Foreign Exchange
E usb 43470 42070
Cards = ' )
* GBP 5.4370 5.2260
5 & Deposits
O CHF 4.418¢ 42350

Loans
gn payment
2] sign Transactions
Find ATM

Exchange Rates

'5) Feeding Credit card

Messages

In the Messages menu you can find the messages received from the Bank and, at the same time, you
can send messages to the Bank, using the plus button @ from the lower-right side of the screen.

Q .l 23% B 16:06 Q .1l 23% B 16:06

33
‘ VISTA = MESSAGES = MESSAGES (9] ¢ NEW MESSAGE
DX Messages RECEIVED; SENT MESSAGE DETAILS
Q Q
é@} Settings
18.02.2021 usera
M G) Logout srder _
e 0 1 i i}
A THL' fost !
BACK
alo 1 o
A TH. 1 fost T of
Foreign Exchange Foreign payment
1 [
At H t rata in dat.
) [ 1 ]
il 1 1 fost T t ‘D
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Settings

From the Settings menu you can change your password.

Important: The authentication credentials (username and password) for Vista Internet Banking and
Vista Mobile Banking applications are the same. Thus, if you change the password in one of the
applications, it will automatically change in the other application as well.

Q =.i122% B 16:10

SETTINGS

M ges
E essage! Change password

«;26\:} Settings CURRENT PASSWORD

G) Logout
NEW PASSWORD

CONFIRM PASSWORD

Foreign Exchange Foreign payment )
MODIFY

Deposits

Logout

After completing the desired transactions, make sure you closed the session by using the logout option.

Q =l 22% @ 16:10

Messages

éﬁ? Settings

N [3) Logout

Foreign Exchange Foreign payment
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Multi Account

Through the Multi Account menu you can select one of the profiles associated with your user
(individual account or company account), if applicable.

= Q il 66% @ 14:12

1
= MULTI ACCOUNT ‘

@ USERDEMO 1 (default)

() USERDEMO2

( Make default

CHANGE

Appshielding and Malwarelytics — additional security features

e The Vista Mobile Banking and Vista eToken applications integrate the Appshielding security
feature. The new feature allows the two applications to better protect themselves against a wide
range of sophisticated cyber-attacks, such as malware attacks, vulnerabilities related to rooting /
jailbreak, debugger connection, Code or Framework injection, application repackaging and app
integrity breaches, malicious screen readers or untrusted keyboards, overlay attacks, Man-in-the-
App and Man-in-the-Middle scenarios, sensitive embedded key protection (white-box crypto).
Whenever a suspicious activity occurs, Appshielding responds by taking necessary protection
countermeasures, preventing attackers from modifying the mobile app both during runtime and at
rest.

e Vista Mobile Banking, Android version, integrates the Malwarelytics VISTAMOPILE

Antivirus — a security feature that protects both the Vista Bank  pangerous Apps

mobile a pps a nd your entire mobile device. We found potentially harmful apps on your device.
Please review the list below and remove the apps
that you don't use.
. . . . . . . . . Screen Logger E
When opening the Vista Mobile Banking application, Android version, @ =i

in case any malicious active applications (mobile malware) are T e moble e ol bt e ek
detected on your phone or tablet, you will be notified of their '™

existence. From the same screen you have the option to uninstall

them immediately, by clicking on the trash can icon.

1 VERIFIED THE APPS

In order to benefit from all the improvements brought periodically to our mobile applications, we
recommend you to ensure that they are updated to the latest available versions.
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Contacts

The Contacts menu offers you the possibility to quickly contact the Bank to obtain assistance in using
Vista Bank services.

It also helps you locate the nearest Vista Bank branches or ATMs.

& Q il 66% @ 14:13 : Q il 66% @ 14:13 & Q il 66% @ 14:13
VISTA MOBILE = CONTACT US € MOBILE/INTERNET BANKING
USERNAME Lostistolenjcard 2 Do you need help to access our services?
Mobile/Internet Banking >
Contact us to help you to access our services on
smart phone or tablet.
PASSWORD Products & services x
Forgot password? Other questions >
ot s S 2 EMAIL US
Find ATM >

Monday - Friday
9.00-17.00

See exchange
rates

Contacts

Notes:

1) All information presented in this manual, including screenshots, exchange rates, etc., is
presented strictly for demonstration purposes and does not represent actual offers of the Bank.
2) Applications versions:
a. i0S: Vista Mobile Banking —v. 1.2.2 and Vista eToken —v.4.21.0
b. Android: Vista Mobile Banking —v.1.2.2 and Vista eToken —v.4.21.00
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We are confident that the new applications will improve
your online experience with Vista Bank.

Thank you!

A K
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